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1 The Quick Start: introduction
1.1 Preface

The Quick Start comprises the first several sections of this manual which should be read in series
(most probably it will not take longer than twenty minutes). After you will have finished reading them,
you will be able to grasp basic principles of Cryptia's functionality and make an effective use of the
program. Consult further sections of this manual if you seek an in-depth understanding of program's
principles or want more control over the encryption process. In case you have any questions
concerning a particular Cryptia's function, it is recommended to search this manual for relevant
words.

1.2 System requirements

To install Cryptia 0.9 for Windows a computer with at least
- Windows XP

- 512 MB of RAM and 1 GB processor

is required.

Mac OS wversion requires Mac OS X 10.6 Snow Leopard or newer.

Cryptia client is available for installation on smart phones — visit www.cryptia.com for up-to-date
compatibility list.
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2 The Quick Start: installation

2.1  Windows installation

Run the application you downloaded from cryptia.com — its name should be
cryptia_setup_win32.exe. Default location for this file is your downloads folder (e.g. C:\Users\[user's
name]\Downloads\). Alternatively, you may run the file directly from your browser's download list.

Select Setup Language L&J

Select the language to uze during the inztallation:

| English -

In the first window you should choose a language to be used in the installation process. This
language will also be used as default when you run Cryptia for the first time. You will be able to
change the program's language later.

ﬁ! Setup - Cryptia F — .[-:-|-:-|_ﬂhl

o ——

Welcome to the Cryptia Setup
Wizard
Thiz will ingtall Croptia 0.9.5.0 on your computer.

[t iz recommended that vou cloze all other applications before
continuing.

Click, Mest to contitiie, or Cancel bo exit Setup,

Mext » ]| Cancel

The installation is fairly typical and you may have encountered a similar process during the
installation of any other Windows program. You will be required to: read and accept the terms of
license agreement; name a folder to extract program files to (make sure you have write access to
this folder); choose a name for Windows Start menu folder and a location for the program's
shortcuts. There is only one option that requires further clarification.
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2.2

Select Addihional Tasks
Which additional tazks should be perfarmed?

Select the additional tazks pou would like Setup to perform while instaling Creptia, then
click Mewxt.

Additional icons:
[7] Create a desktop icon
[] Create a Quick Launch icon
TrueCrpt service
Inztall TrueCrypt zervice
(7) Copy TrueCpt driver to systern directany

@ Copy TrueCmpt driver to application directary

¢ Back ][ P et > ][ Cancel ]

Truecrypt is a utility driver that enables support of encrypted file containers (in Cryptia we call them
Encrypted storage). Encrypted storage is a virtual drive that stores files received by an account
associated with it. The disk is mounted only when the account is connected to the sener and its
contents are encrypted. It is recommended to proceed with TrueCrypt drivers installation, otherwise
the encrypted storage functionality will be disabled. You may choose to install the driver either to OS
driver directory or to the program's folder. The former setup is more stable in case you want to
reinstall the client, the latter may be useful if you aim for portability.

Mac OS installation

Mount the downloaded installation file named cryptia_setup_mac.dmg and launch the mounted

image. After the window opens, drag the file Cryptia.app on the Applications folder alias. Unmount
the image. The program is ready to be run.

© 2013 Cryptia Holding Ltd, All rights reserved
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2.3

Cryptia-0.9.5

1 of & selected, 55.2 ME available e P

Applications alias
Cryptia.app

Drag Cryptia to Applications
[leperamuTe Cryptia Ha Applications

. Cryptia-0.9.5 » (] Applications alias

'

Portable client for Windows

Cryptia uses an encrypted file called adressbook.cdb to store your address book and message
history; the file cryptia.ini contains program preferences (see this topic for informeation
concerning this file). Both files are located in your personal folder, default location of whichis C:
\Users\[ User name] \AppData\Roaming\Cryptia. Y ou may choose to move these files to the
program's folder — in this case Cryptia will become portable, which means that the client may
be stored on a removable media (e.g. flash stick or external hard drive) in a ready-to- use state.
Y ou would be able to work with the same copy of Cryptia client using it on as many computers
as you like and none of themwould have any traces of the program's usage on it. Also, running
on different computers, Cryptia will maintain the contact list and message history (which would
be separate on each computer otherwise).

However, we recommend setting a complex daily password to encrypt the address book and
message history stored on the media.

Only one instance of Cryptia may be running on a device at a time, thus you would not be able
to run portable client and a regular one together. Please note, that Cryptia allows multiple
accounts to be opened smultaneoudly by a single client.

© 2013 Cryptia Holding Ltd, All rights reserved
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3 The Quick Start: registering a new account

3.1 Thefirstlaunch. Registering a new account

Run the program as soon as installation is completed. If there are no accounts set up on this
computer you will see the welcome screen.

¥

afs yptia account setug i G
CRYPTIA

New Account,

Do woll want to register an account on a server cryptia.com?

i

I already hav

Regqister

d account

Quit

As the Quick Start section of the manual is intended for perusal by lead-off Cryptia users, the
registration process will be described next. Click the Register button to continue. This window can
be accessed in the future by using the Add account option in the Settings.

3.2 Master password and daily password

Study the information provided in the following window thoroughly — there you would find the basic
principles of account security covered. The functions of Master-password and daily passwords are
also explained in this memo.

© 2013 Cryptia Holding Ltd, All rights reserved
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ICRYPTIA

Register a new account on cryptia.com.

Please enter vour login and master passward ko continue,

You may be prompted to pick a new login in case the chosen one already exists,

The Master password wil not be needad in vour day-to-day communication,

Its purpose is ko restore access ko your account andjor revoke all certificates in case you ever lose access to wour copy of Cryptia client,
We recommend to create a reasonably complicated master password and store it in a safe place,

An indicator showing how strong vour password is can be found near the master password entry Field,

The Daily password is optional.

It serves to encrypt your conktact list, message history, received files storage and private keys.,

Y¥ou will be prompted to enter your daily password each time you connect to server,

Y¥ou can choose not to use daily password (by leaving the corresponding entry figld blank) if vou are sure that none potential malefactors are
ahle ko gain physical access ta this copy of Cryptia client.

Daily passwords are used locally and are never sent ko the server while the hash function of master passwords are stored on the server only

Login Enter desired login here

Master Password Enter master password Here

Reenter Master password [ et ae el a |l a et fa =l 2=1
i Enter daily password Here
Reenter master password bo awoid miskake

ik

Please note, that you should never forget your Master password, otherwise you will lose control of
your account - either retrieving the lost Master password or creating a new one is impossible. These
strict measures are necessary to ensure adequate security of your account.

You can leave the daily password entry filed blank — howeer, this decision may leave you
defenseless in case a malefactor gains physical access to your copy of Cryptia client. Therefore we
recommend you to specify a daily password, particularly if you are using a portable client.

The information associated with the account - including message history and contact list - will be
stored locally on the device that runs Cryptia. If you are using multiple Cryptia clients on different
devices, every copy of the client would hawe its own daily password. However, daily passwords used
on different copies may be identical. Alternatively, if you wish, you may choose not create a daily
password on your home computer and use it at work.

Whenever you might forget your daily password or a malefactor might gain an access to your
account, you would be able to revoke all your key pairs using your master password, rendering all
your daily passwords ineffective. You would be prompted to specify a new daily password when
creating a key pair. See this link for more information regarding key pairs..

© 2013 Cryptia Holding Ltd, All rights reserved
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Login

Master Password

Reenter Master password

Reenter Daily Pa

it

Enter the desired login, then enter both master password and daily password twice. There is a
security meter located to the right of the master password entry field — it shows whether the
specified master password is secure. Passwords employing lower case letters, capital letters, digits
and punctuation marks together are considered stronger.

Click Next> when finished.

Zhange pickure

Every time you create a new account you would need to complete CAPTCHA by typing the text you
see on a picture. CAPTCHA is required to protect the server from spam attacks. If you are having
trouble reading the distorted picture, try changing it by clicking the corresponding button. Click
Next> as soon as you complete the test.

After CAPTCHA is resolved successfully, the login is being checked. In case the login you have
chosen already exists, you would be prompted to specify a new one.

I CRYPTIA

Specified login are already in use,

Please try another lagin,

The login you specified is registered on the server immediately after being verified to be unique.

© 2013 Cryptia Holding Ltd, All rights reserved
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3.3

The Calling card

A Calling card contains the information about you which you would like to share with other users. It
includes your name, your photo (or any other image that suits you) and an alias which is displayed
in other users' contact lists next to your photo. Neither of these is mandatory.

There are several ways to transfer your calling card data to other users. In case you choose to
publish your vCard on the senver, the data will be \isible to anyone who performs a search query on
your login. Alternatively, you may either grant a permission to transfer your calling card upon
establishing a new contact or export the card in a *.vCard file to be sent to the recipient via email or
any other means of communication. Please note that your calling card can be similarly exported to a
file by users that hawe it in their contact list.

ICRYPTIA

Your new account has been registered at server cryptia.com.

Y¥ou can fill in fields of your wCard For this account,

Please Maote: These fields are not saved on the server, and will be stored locally in a configuration file,

All of these fields are optional and vou can leave them empty, and also can edit them later using the "Settings" menu,
‘fou can also set the image for vour wCard, by pressing the button with a sihouette,

I wou wankt ko make vour business card data publicly available (to keep them on the server), vou can click on the "Publish wCard on Server”,

In this case, wour friends would be able ta find you by the business card data

Last Mame

Mame

Quit

To add a photo or any other image to the calling card, simply click a silhouette to the right. You may
skip this step for now completely by pressing Next>. The program's Settings window will provide you
with an ability to create, edit or publish your vCard at any time.

© 2013 Cryptia Holding Ltd, All rights reserved
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3.4

Encrypted storage

To finish creating your account you will need to set up an Encrypted storage. Encrypted storage is a
container that stores the files transferred to you and encrypts them using your Daily password. The
files will not be encrypted if you haven't created a Daily password for this account.

The container mounts as a virtual disk when the account is connected to the server and unmounts
on disconnect. CryptiaGuardian is a background process (you can find it in the Task manager) that
ensures a timely unmounting of the drive even in case of emergency crash of the Cryptia client. Any
files may be copied and moved to and from this drive as long as it remains mounted; the files
transferred to you are saved here. You also have the option to mount the countainer without having
the account connect to the sener.

ey e

ICRYPTIA

| |

Encrypted storage creation

@ Create an Encrypted Storage for this account

cht time wou connect to the server and unmounted upon disconnect, stores the Files yvou re
AE:

Container File options

(IGTEN T W : (Lisers, Alice/ AppData)R oaming/Cryphia/containet ALICE| Browse, ..

Mb w

@ Not use file container...

Mok recommended un

Quit

Here you should specify the location and size of the container file. Please note, that a large
container file may require a lot of time to be created — 50 megabytes set by default should be
sufficient for most cases. You can create another container - larger, if need be - and associate it with
the account at any time.

If you already have a container file (previuosly created using Cryptia or TrueCrypt program), you may

© 2013 Cryptia Holding Ltd, All rights reserved
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choose not to create a container file and associate it with your account later, using the Settings.
Howeer, single container file may be associated to only one Cryptia account at a time. In case an
account does not have a container associated with it, the files are saved to a folder specified in the

Interface tab of the Settings window.

© 2013 Cryptia Holding Ltd, All rights reserved






18 Cryptia common guide

4 The Quick Start: overview of the program

4.1 Account activation

Being at beta-testing stage, Cryptia requires every account to be activated after registration. Before
you activate your account, the main window will look like this:

" I T T o
@er{ptia =R %

F
8 W OLICE@cryptia.com

0 contacks online

You need to activate this account
in order to start using it.

The activation can be completed through

ary of the Following alternatives;

1. 5et aninvite code from a superuser and enter it here

e

Subinit

2, Have a superuser add this account to their conkack lisk,

3, Buy a superuser privilege yourself,

The activation process is tied to super-users, which are people actively participating in beta-testing.
You may contact a super-user that acquainted you with Cryptia to have him include your account to

© 2013 Cryptia Holding Ltd, All rights reserved
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his or her contacts. You will then have your account activated automatically and obtain the first entry
to your contact list.

Congratulations, Your account was authorized by JBOOT

The alternative solution is the invite code, which the super-user will generate and send to you. To
activate the account, you should submit the code to the sener.

1. 5et an invike code fram a superuser and enter it here

IQWIENENN | 77552052501 693

Subrmit

You can also discover more about super-user privilege and purchase it for yourself, if you want to,
after following the link in the window, pictured abowe. If you are unable to activate your account,
contact us for troubleshooting via any means provided by cryptia.com website.

© 2013 Cryptia Holding Ltd, All rights reserved
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The Main window
rEﬁ]Cr}rptia - E@Iﬂ‘

Memu

P

F_
& ALICE@crypria,com

0 conkacks anline

:..,1 Contacks m Recent

Connect to...

As soon as your account is created, you will see the main window of the program. You will find its
detailed description in a further section of this manual. Right now you should open the Menu drop-
down list in the upper left corner of the window and choose Settings there.

© 2013 Cryptia Holding Ltd, All rights reserved
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Settings
Histary
&  About

Exit

4.3 Languages

Program's language may be the thing that requires foremost attention. The default setting is the
language the program’s installer had been using — if you want to change it, see that the top
bookmark on the left, Interface, is selected.

Settings |8 |

) Interface

4 window For each opening Conkact)

e @ Tablet (Right Panel )

Hiskary Fill Displaty Marne

Language

=15 Default (English)

Precckmi

Advanced

There is a list of languages in the center of the window pictured. You should seek out the familiar
flag in case you are unable to understand the language the program is currently using.

Other options offered by this window are the layout of the main window and the storage folder for

© 2013 Cryptia Holding Ltd, All rights reserved



22

Cryptia common guide

4.4

received files (make sure you have the necessary write access — see link for details). More
information about the Interface tab is provided here.

Calling card and password editing

Take a look on the tabs located leftwards of the Settings window and click on the Accounts & Keys
tab. The resulting layout is pictured below.

Settings M

Own Card

Last Mame Atkinson

q Publish ard on er

Advanced

Close

It's very easy to modify your calling card. As you write in the entry fields and add an image (by
clicking the silhouette to the right) changes are saved automatically. The function of publishing a
vCard on the server is already mentioned — it makes your calling card details visible to the users that
searched for your account name. To unpublish a published calling card simply clear all entry fields
and click on Publish vCard on the server button again. There are other ways to transfer a calling
card to another user — see this topic for more information concerning the possibilities.

Notice the five bars to the bottom of your calling card details. These are the buttons that lead to the
additional panels of the Accounts & Keys tab. These panels will be described thoroughly in the
following chapters of the manual. At the moment click on Passwords to reveal the passwords panel.

© 2013 Cryptia Holding Ltd, All rights reserved
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Con Card

- Use this account daily password as "Program password™

If ywou check this option, you will be asked For this password at Program Start

You can change any of your passwords using the buttons located here. Naturally, you would need to
specify the corresponding old password before doing so. The checkbox below defines whether you
would be prompted for a password as you start Cryptia.

© 2013 Cryptia Holding Ltd, All rights reserved
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45 Adding accounts

Make sure you have Accounts & Keys tab of the Settings window opened. Take a look to the lower
left corner of the window — the Advanced button will open some new options for you. Click on it.

Settings N — |u|

) Interface Aocounts

Audia

Last Mame Atkinson

Marne Alice

Second Mame e

Display Mame =

q Publish

Advanced

Close:

As you can see on the picture, two new buttons have appeared to the left of the status bar in the
Accounts & Keys tab. Using these buttons you are able to Add and Remove accounts to and from
this particular copy of Cryptia.

After you click on +Add button, already familiar Cryptia Account Setup window will open in which
you can either register a new Cryptia account or add an already existing one to this computer. Thus
multiple accounts can be used on a single computer as well as one account can be accommodated
on several computers.

© 2013 Cryptia Holding Ltd, All rights reserved
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Accounks

+ Add ; ALICE@cryplia,com

= [clete

As soon as there's more than one account associated with this client, several new options appear.
The button to the right of the status bar switches the active account by scrolling all accounts added
to this computer. The white dots below the status bar represent accounts consecutively added to the
computer. Clicking a dot will make a corresponding account active. Cryptia main window contains
similar dots. Note, that the settings you specify in this window apply only to the account which is
currently active.

To remowve an account from this computer, click on the -Remove button. Removing the account also
deletes message history and contact list associated with it. The action is irreversible as such
information is never stored anywhere but on your computer. You would not be able to restore the
information deleted this way even if you add the account again.

Nota bene. Whereas a Cryptia client can have several accounts logged in and connected to server
at a time, an account can be logged in on a single client exclusively. Whenever you try to log in the
account that is already being connected to the server, you will be presented with the following
options:

(2] Warning ALICE@cryptia.col

© 2013 Cryptia Holding Ltd, All rights reserved
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5 The Quick Start: conversation

5.1 Adding a contact

Cryptia establishes a direct connection with another user each time you conwerse with him or her. To
open such a connection you will need to have this user's calling card while the user should have
yours. Thus adding a new contact in Cryptia is essentially a calling card exchange.

@ Add Mew Contact I& ﬁ,l

Enter user logictn search person

Q1 bab| e ] _ :

Login EOE

Lask Mame Browm
Mame Robert
Second Mame

Display Mame Eohb

Close

Let's go back to the program's main window. Click the Add contact (1) button in the lower left corner
of the window. A new window opens in which you should enter the target account name (2) and click
on Search (3). If the user has chosen to publish his calling card on a server you will see its details
here. Click on +Add to add this information to your contact list.

© 2013 Cryptia Holding Ltd, All rights reserved
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@ Sending My vCard @lﬂj

Include Image in wCard

Send

Afterwards, you are prompted to confirm sending your calling card to the user. If the user is online,
he or she will receive your calling card immediately and will have to confirm that he would like to talk
to you. | the user is not online at the moment, the calling card will be received as soon as he or she
logs in.

@ vCard Received

y¥Card received from BOB

Login  EOE
Last Mame  EBromm
Mame Robert
Second Mame

Display Mame Eob

Install it to your contact list?

Once both parties have confirmed their intentions, you will be able to see the online indicator next to
the user's name in your contact list. The indicator looks like a circle, and if it's green, you are able to
start a conversation:

Nota bene. If you don't want to send your calling card information through the network, you can
export it to a file and manage the transfer via any means you like..

© 2013 Cryptia Holding Ltd, All rights reserved
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5.2 The conversation

Double-click on a hame in your contact list. The connection window will open.

"§' Nu des 4 2013 (today)

Q@ 7

Enfar pour mesrage Nera

L A

An green circle in the upper right corner of the user's portrait indicates the user is online and you are
able to establish a connection with him or her. Cryptia requires both parties to be online at the same
time because the connection is established directly and no relay seners are used.

As soon as you write a text message, send a file or click a Voice call button, the connection
procedure will start. Business-account users have an unlimited number of connections per day, while
nonpaying users are restricted to connections with up to five other nonpaying users per day (it need
not be the same five users every day and no restrictions apply for conversations with business-
account users).

Use an entry field in the lower part of the window to write down and send a message and note the
additional information that will appear after the connection will have been established:

© 2013 Cryptia Holding Ltd, All rights reserved
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[# Edi

5 Mn des 4 2013 (today)

Hello!

13:18:44

Q 7

Haow are yl:uu?|

The most important part is the check code, as it indicates whether the connection is confidential
and secure against eavesdropping. Compare the code you have with the one the person you are
talking to has — they should match unless your connection is being subject to "man-in-the-middle"

attack.

As soon as you close the window, the connection is terminated. To continue your conversation you

will have to restart the connection.

Here is the conversation window in detail:

© 2013 Cryptia Holding Ltd, All rights reserved
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EEIE)

13:44:46

Howe are you?

13:45:05

o T_(@

Enfer pow message here

At the upper part of the window there is a green button labeled as Call (1), which serves to initiate
woice connection. The Edit button (2), located below the portrait of your interlocutor, reveals editing
tools, allowing to select a particular message (3), delete it (4) or copy it to the clipboard (5). The
drop-down list labeled with the clock (6) can be used to filter messages based on the time of
posting.

The gray bar to the top of the text entry field contains two buttons. The button to the left (7) lets you
add animated emoticons to your text messages, while the rightmost (8) opens file selection dialog
(default for your OS) in which you choose files to be sent to your interlocutor. The files can be sent
to you in a similar way. All files you receive are saved to the Encrypted storage, and if it's
unavailable - to the folder, designated in the Interface tab of the Settings window. Make sure the
storage has enough free space available and you have the necessary write access.
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6 Accounts

6.1 Adding an already registered account. Different account
servers.

(<] Cryptia account setug
CRYPTIA

New Account.

Do wou want to register an account om a server cryptia.com?

. Mo, Thanks
REQIStEI’ I already have a registered account

it

Cryptia account setup window lets you add an account you prewiusly created on another computer.
Click on the No thanks, | already have a registered account button. The dialog is essentially similar
to the one where you registered a new account - all you need is to remember the Master password
you created for this account and designate a new Daily password to be used on this computer.
Note, that the Daily password may be different from those you used for the account on another
computers and devices.

© 2013 Cryptia Holding Ltd, All rights reserved
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e
CRYPTIA

Adjustment for existing login.

Specify wour login on server cryptia,com,

Hopefully, wou skill remember your masker password,

Daily password are optional, You can leave it blank, If specified, then vou will have to enter it each time you log
on ko the server,

With this password is encrypted your conkact list, wour message history (cryplostorage with received files) and
private kews,

Daily password is not transmitted ko the server and is used ko encrypt the files on your device,

If wiou have an account on another server check "another server” and specify the server address,

- Another

Login i : "

Master Password

Reenter Daily

it

In case the account's senver is different from cryptia.com (which may be true for corporate accounts;
if you used Cryptia client to create an account, the server is always cryptia.com), type the senver's
adress into the entry field that becomes visible after you click on the Another server checkbox.

Anokher server

Enter server address here

© 2013 Cryptia Holding Ltd, All rights reserved
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6.2 Key pairs

Settings | ® 28

Interface

Audio

Card

Events
sounds

Last Mame

Marne

Secand Marme

Adwanced

Close

The picture above shows the Accounts tab of the Settings window. Some of the functions - namely
adding, removing and scrolling accounts, calling card panel and password editing panel - had been
described in the Quick start. The topic you are reading now is dedicated to the Key Pair
Management panel while the next few topic of the manual will go through the remainder of the panels
in the Accounts tab. Note that settings you choose in the Accounts tab are applied only to the
account currently active (which is shown on the status bar on the top of the window), thus different
accounts have independent settings.

© 2013 Cryptia Holding Ltd, All rights reserved



36

Cryptia common guide

v ECDSA 192 bit S/M:03ea
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A key pair is a tool that \erifies the authenticity of a connection with server or with another user. The
pair is separated into two keys, a public and a private one. The former is sent to the recipient and
can be authenticated using the latter, which is stored as a file on the sender's computer. Then the
public key is applied to encrypt a message, and the private counterpart is required to decrypt it. The
public key technology is a cornerstone of modern cryptography.

A Cryptia account has at least one separate key pair stored on each computer dedicated to client-
server interaction - its private key is protected by the account's Daily password (if it's present on the
computer). The client also stores multiple key pairs that are used to establish a connection with,
and transfer messages to and from other Cryptia users.

A certificate is essentially a public key that is signed by the issuer. The credibility of a certificate (i.
e. of a public key) can be confirmed by an acknowledged signature. Key Pair Management panel
contains a list of all certificates stored on this computer. The icons shows the current status of an
associated key pair. Possible states are as follows:

L
A newly generated key pair which has not yet been authenticized by a certificate.
-
VSl | A key pair with valid certificate.
| —

may only he deleted. See Manual Section "Cetificate Fevokation and Invisible Mode”

@ A key pair which had its cedificate revoked. You are not able to use this key pair it
Ch& 3 for details.

A key pair which had its certificate denied. It is unlikely to happen if you used Cryptia
- ar Open33SLto generate a key pair. Most probably, yau had imported a damaged
- certificate file or the public key encryption algorithm is not supported on your

CompuUter.
\~ iy Certificate revokation in progress. You cannot use the key pair, netiher you will not be
a'_ able to delete it before you complete the certificate revokation process.

Double-click on the key pair in the list to view the information about it.
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[ EEJ Certificate ‘ &Iﬂ

Certificates Hierarhy Expork

4 Cryptia C&
4 cryptia.com
ALICE

arnrnan Detailed

The certificate is valid.

Subject

03EAR

GELEr
ia.com
ja Holding Lkd

Crganization unit (oL Cryptia project

Mok tIFiFI:Ir'Ei FE'l:I 4 10:51:5

Mot laker than Aug 3

Close

If you have Advanced layout switched on (check the button in the lower left corner of the window),
the Advanced Key Management drop-down menu will replace the Delete Key Pairs button above the
list of certificates. It allows to create, import or delete a key pair. Besides, you can export a *.vCard
file that contains your calling card and any certificates of your choice. Thus you are able to conduct
a public key transfer on your own. A user that received the *.vCard file from you can import your
calling card along with all attached certificates using the Contact info window.
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6.3

enerate Mew Key Pair

Irmport Key Pair

Delete Key Pairs

ExportwCard

Bus caunk
Advanced

Connection Cptions

Close Encryptad Storage

—

When generating a new key pair you can select a creation algorithm - RSA, DSA or ECDSA and
define its parameters, such as key length or elliptic cune type. The generation may take time from
few seconds to ten minutes or more. As soon as the pair is generated, the private key is encrypted
and saved to your computer, and the public key is attached to a signature query which must be sent
to the senver. You can either proceed with certificate signing immediately or send the query later.

Business accounts

As mentioned above, non-paid Cryptia users are restricted only to five non-paid users per day which
they can conwerse with. The restriction is lifted for business account users. Furthermore,
conwversations with business account users are not counted towards non-paid user's limit.

Business account is also required to perform a one-time connection (see one-time connection box of
the Main Window). Business account users can deny one-time connections towards them by
checking the Deny incoming connections from users not present in my contact list box in the
Business Account panel of the Accounts tab.

Eusiness Account

L Buy business account
.e

Business &ccount Features

- Deny incoming conneckions From the contacks that are not in my contack lisk

- Force To conneck through Relay
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6.4

6.5

The second option of this panel will force the client to always use a relay server when establishing
connection even if direct connection is possible. Your IP-address will not be visible, your interlocutor
will see the IP-address of a relay sener instead. Whenever both parties switched this option on, two
relay servers will be used.

Note that Cryptia client may use a relay server on its own accord when making a connection if it is
not possible to establish a direct one.

Clicking on the Buy the Business account button in the panel will redirect you to the webpage where
you will be able to complete the purchase.

Automatic login on program start

Conneckis

Auko conneck

Connection options panel of the Accounts tab contains only one possible setting. Ifit is checked,
Cryptia client will connect the account to the sener immediately after the program starts. Howeer, it
is possible only when the private key is not encrypted, i. e. you have no Daily password set for this
account.

Encrypted storage management

Terminate the connection to be able to alker the settings.

Zontainer file SR yle=pl=TA = ® Change Conkainer File

Mounted Crive

- Disable Encrypted storage

Encrypted Storage panel of the Accounts tab allows to set up the container file for your Encrypted
storage. The setting are only changeable if the account is disconnected from the sener.

Below the container file path an indicator showing the label of a mounted virtual disc (if you are using
Windows) is located. To the right of the path line there are two buttons - the first disconnects a
container from the account while the second allows to set up a new file. If you choose to desconnect
a container file from the account, the file itself will not be removed - you'll have to do it by yourself if
you want the data deleted. The Disable Encrypted storage checkbox temporarily disconnects the
storage from the account when switched on, and reconnects the container automatically when
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switched off.

The Change container File button will open up the following window:

Encrypted storage container file wizard

@ Create a new conkainer File

@ Add an existing one (compatible wikh Truecr

‘what file do wou want to add?

Cancel

The process of creating a new container file has already been described in the Quick Start. Importing

an existing file looks like this:
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aﬂon_tainer file setup for ALCE@cryp EE
CRYPTIA

Importing a container file

Irnport options
Choose an existing container file

Container Password
as the container is impor

simulbane connected to the = should use separate © s i a file that
an Encrypted storage for another connected account, o a daka ,

Back. Mexk Cancel

You should enter the path to the container file and the password it is encrypted with.

If you have created the file using TrueCrypt, enter the password in <brackets>. E. g. in case the
password you defined when creating the container was My_Password, you should enter
<My_Password> here. We do hope the password you set was a bit more reliable though.

If the container file you are going to add was created by Cryptia, type in the Daily password of the
account which the container was created for.

After the import, the container file is re-encrypted with the Daily password of the active account (i. e.
the account you are connecting the container to). You need to type the Daily password into the
entry field at the bottom of the window.

Do not connect the container to two or more account at the same time! Make the file you are
importing is not set as Encrypted storage of other accounts, otherwise an irrepairable data loss may
occur.
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7 Main Window, contact list and message history

7.1 Main window in detail

(E) Cryptia e | = (B B

F o
& ALICE@crypia.com

® O

2 conkacts online

;.1 Conkacks .’ Recent

o & CHARLES

1) A drop-down menu leading to Settings, Message history and About box. You can open the latter
to find out the program'’s version number.

2, 4) The connection status icon and the status bar (see the next topic)

3) The contact list filter that picks out the contacts according to the filter query you typed in. After
you have typed a text string, your contact list will show only the contacts that contain that string.
The filter will not reset if you scroll through the accounts using the white dots below the status bar
(6), so you can search multiple contact lists that way.
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7.2

Menu ¥ O chy

F_
& ALICE@cryplia, com

2 contacks online

M2 Contacts Q Recent

w4 CHARLES

5) The portrait you added to your calling card. Clicking on it will open the Accounts tab of the
Settings window.

6) The account tokens are white dots that correspond to accounts consecutively added to this
computer. Clicking on a dot will make the respective account active.

7) A switch that determines what kind of entries the contact list comprises. It can be either
contacts, sorted alphabetically, or conversations, sorted by time, from newer to older. Here's how
the contact list looks like after you click on the recent switch:

1’5‘ Caonkacks m Recent

CHARLES 1353228

8) The contact list. Double click on a contact to start a conversation. Right-clicking on a contact will
bring up a context menu.

9) The Add contact button.

10) One-time conwversation box. It starts a conversation with a user that is not present in your
contact list - to do so enter the user's login and press enter. To use this feature you need either to
have a business account or start a one-time conwersation with business account user.

Connection status

F_
& ALICE@cryphia.com

The status bar is located at the top of the Main window (it also can be found at the top of Accounts
tab in the Settings window). It shows the name of the active account and the status of its connection
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to the server. Clicking on the status bar will either terminate the connection if the account is online,
or start the login procedure in case the account os offline. The icon to the left of the account name is
the connection status, which can be as follows:

Online
Connection error
Logging in

Offline, terminated by user

alal:]x] o

Offline, but Encrypted storage is mounted

You can also hover a mouse pointer over the status bar to reveal a tooltip with more information.

Click here to disconnect from server

Connected Using digital signature on your key pair
Mat details

MAT Tepe:Dependent Filter {restricted MNAT) o hairpin
Public IF: 92.249.104.124

Private IP: 192.168.0.101

Encrypted storage mounted drive: Zaf

7.3 Certificate revocation and invisible mode
# m‘ ALICE@cryplia, corm
=

- Connect using masker password

- Maount Encrypked storage and do nok connect o the s

- Invisible mode

Cancel Conneck

Click on the status bar to terminate the connection to the senver. The termination makes an
additional button, labeled with a cogwheel, appear (see picture abowe). The button also shows up in
case the account failed to connect to the server. Click on the cogwheel button to open the
Connection options window.
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7.4

Conneck using masker ps

Enter master password here, .,

Zancel

ord

=& them an

Conneck

If you logged in using your Master password, you would not be able to make calls, send files or
conwverse, the only options available to you would be key pair management and password changing.
If you suspect that somebody has stolen any of your private keys and received access to your
account, you are able to revoke all your certificates as soon as you log in using your Master
password - this will render Daily passwords to this account on all devices wvoid.

Invisible mode determines whether the users that have you in their contact list will see your online

status.

Here you can also mount the Encrypted storage without connecting to the server.

Message history

Apart from the Settings window, the drop-down menu, which is located at the top left corner of
Cryptia's Main window, opens Message History. The latter keeps record of text chat, error and other
server messages, as well as sent and received files log. Voice calls are not recorded.
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Oom i SN S S
i ~
ST GRS Y

Today

4

ALL COMTACTS 2013-02-04 13:44:46
Hella!

X

2013-02-04 13:45:05

Howe are you?

X5

2013-02-04 13:45:33 E

The options this window provides are self-explanatory. Filtered messages are shown in the center,
each message may be deleted or copied to clipboard using the corresponding icons. Names list on
the left allows to filter messages by the user you have had conversation with. More options, such as
message search and date filter, are located at the top of the window.

Type Accounkt

1502013 21412013 All messages hd ALICE@cryptia,com hd

Advanced search includes more precise date filter as well as message type (i. e. text chat, senice
info, file transfer logs etc.) filter. Note that Cryptia stores history for all accounts added to this
computer. The Account drop-down menu found under the Advanced Search allows to filter messages
by the specific account to which these messages are related.
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7.5

7.6

Message history serrings

U= History Enabled

Audio

Incoming messages

Errars
Missed calls

red Files

Ew

sounds Sent Files

Information duration ete...

Store In Hiskory

The following tab of the Settings window contains control options over which messages should be
kept in the history log. Make sure you have the Advanced mode turned on to see the options. The

button below erases everything currently recorded.

Account info

Let's return to Cryptia's Main window. As you right-click on the contact in the list, a context menu

appears:

w [Delete Contact

" Edit Contact

Open Contact
: Send My wCard
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The two bottom items had already been described in the Quick start. If you choose to Delete a
contact, the contact will be removed from the computer you are currently working on along with
associated message history and certificates. The information deleted will not be restored in case
you add this contact again.

Editing a contact takes place in a separate window which will open up as you choose the
appropriate option in the context menu. Display name defines the alias that will show up in the
contact list. The ring tone is an audio (.mp3 or .way) file which will play every time the user starts a
conwversation with you. After clicking on the Advanced button, the layout of the Contact editing
window will change as follows:

Login BOB

Last Marne Brown

Q Marne Robert
. S BV Frber Second name here,

Impart wiCard

y ;
nisplay Marne e
.("-r PR
y

B Ring Taone E] fdvanced

- Invisible mode Far this conkact Expart bo wCard

Certificates

ey agreemnent parametrs cache

Advanced contact editing includes certificates and key-agreement protocol parameter cache
associated with this account.

Certificates that applied in establishing a secure connection with this particular account can either
be transferred along with a calling card or installed manually. Click on the Add button in the
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7.7

Certificates panel to do the latter. Click on a the Details button to review the certificate you selected.
Note that it is impossible to verify a certificate unless you are connected to the senver.

Key-agreement protocol parameters (Diffie-Hellman or Diffie-Hellman on elliptic curves) are
transferred from the initiator to the receiving party during the initiation of the first conversation. These
parameters are stored in the cache and subsequently reused in the later conversations. The
parameters are transferred via the server; although the public transfer of these parameters poses no
threat, you can import them using this menu (provided the other party generates and exports them
via Encryption tab in the Settings window).

The next topic cowers .vCard files import and export.

Bypassing the server in calling card exchange

In case another user decided not to publish their calling card on the sener, Cryptia will not have any
information about them apart their login. This user can either transfer the calling card to you while
being added to your contact list or send you the .\Card file that contains the Calling card and
certificates you should import. To do the latter, click on the Import vCard button during the Contact
editing (see previous topic). Here you can also export the Calling card of the user whose contact you
are editing to a vCard file you can transfer to a third party.
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Login BOB

S =N Frifer Second name here.,.
. Impart wiCard
y -

Ring Tone E] Advanced

- Invisible mode Far this conkact Expart bo wCard

Certificates

reement parametrs cache

To export your own calling card to a file, use the Key pairs panel of the Accounts tab in the Settings
window. Click on the Advanced key management drop-down menu to see the function required.
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8.2

Settings

Preface on Settings

The section cowers all tabs of the Settings window besides the Accounts tab (described here and
here) and the History tab (described here).

If the layout you see in this manual does not match the one you see on your computer, make sure
you have Advanced mode (the button in the lower left corner) switched on - most likely the item you
miss belongs to extended settings. Note that the layout may also be different according to the
Operating System you have on your computer.

Interface settings

@ Settings | ? )

\ ) Inkerface L
w window For each opening Contact)

Audio @ Tablet (Right Panel )

Hiskary Fill Display Mame

Y o, Acoounts R —
:—h Language

— Default (English)

Pycckni

Encryption

Advanced
CiUsers\EneHal Document s E]

This path is usable only For accounts wikh disabled crypha container Feature.

Clase

The Interface tab has already been described in the Quick Start under the subject of language
selection. Additionally you can define the following options: a) the order in which the names (first,
middle and last) of another user are displayed in your contact list, unless you specified an alias; b)
the layout of Cryptia's Main window. The latter determines whether a conversation started will require
a separate window to be opened or will use the same Main window.
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[ [E) Cryptia

F_
& ALICE
cks online

S Contacts ) recent

. & CHARLES

5 Mon Feb 4 2013 (today)

13145133

QT

Enfar yrowr massage here a

Cornect to...

On the screenshot above you can see Cryptia's Main window in Tablet layout. Tabs on the top of the
right side of the window contain opened conversations - the arrangement which may be more
conwvenient for having several conwversations at a time. Also, this layout may be more familiar for
some users.

Advanced settings include the path which files you receive are saved to in case Encrypted storage
is unavailable. Make sure you have write access that allows you to sawe files at the destination
specified.
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8.3  Audio settings

Settings - — | ? 2 |

Play Default Device

Capture “B [=fault Device

Test Sound

Echo compensation
B - Disable Echo compensation

S L

This tab allows to select a sound device to be used by Cryptia for recording and for playback,
provided you have more than one. You can also disable echo cancellation if you want to preserve the
computer's processing resourses. Note that if you are using headphones or audio headset for woice
communication, there is absolutely no need in echo cancellation.

Clicking on the Test Sound button will trigger an automatic audio device test, and mesured latency
value will be displayed.
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8.5

Encryption settings

Key agreement patameters

) Interface

+ Generake new ' Import = [elete ' Export
ECDH-prirmes5ovl-default i

DH-1536-default

Audio

{ L

Encrypkion |

Advanced

Key agreement algorithms are necessary for establishing an outcoming connection. You may have
several algorithms set up, and they will be used in the order specified in this tab. The priority goes
from top to bottom, and the arrows to the right allow to set up the order.

To ensure maximum efficiency you may want to have at least one set of parameters on Diffie-

Hellman algorithm and one on Diffie-Hellman on ellyptic curves. To generate a new set, use the

Generate new button at the top of the window. Similarly to key pairs, the parameter set generation
may take any time from couple of seconds to dozens of minutes, depending on the algorithm you
specified.
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(] Key Agreements Parame —,E
Generation parameters
Algorithm (R ELE L d
Length (bit) FEED v

Generating DH parameters, 1536 bit long safe prime, generator 2
This is gaoing ko kake a long kime, .

You can also import a parameter set generated by another program and export a set to a file which
another user will install to their cache manually (use this if you want to bypass the public transfer of
parameters).
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8.7

Event sound settings

This tab allows to select an audio device which will be used for the playback of event signals and
choose the particular audio files which will be the signals.

) Interface

Audio

Advanced

| Close

(-5 |

General Playl fice
Defaulk DirectSound Device k4
Priwate Playbac

Cefault DireckSound Device k.

File narne

Ring Tone

[E8]6

- Listen tone on private

Listen tane
onnection Established
server Connection Drop
Call Waiting
Incomin =] Iy

for receiving file

completed

The list on the left present various events which may trigger a signal. The Listen button on the right
allows a preview of a current event sound. Entry field above the button contains a path for the sound
file (wav and .mp3 file formats are supported), and the button with an ellipsis opens browse window.

Return button () resets the default sound for this event.
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Advanced

Cryptia.ini editing

The most advanced and obscure settings may be defined only by changing the cryptia.ini
file (see here on topic of file's location). The reason is that non-expert user should not be able
to alter the program into complete inoperability. You should know what you are doing and
hold full responsibility on Cryptia's functioning. We also recommend to back up a copy of
the file before any advanced editing starts.

Rerouting

You can replace the file's contents with a new path for a configuration file. This may be helpful if you
want to use a folder with different access rights, e. g. in Linux.

[redirect]
cryptia.ini=new path/cryptia.ini

Address book file rerouting
Under the [your_computer_name] section create a following line:
addressBook=<Full or relative path to the file>

In case no path defined, Cryptia will search for it in its program folder, then in the personal folder (in
Windows the default path is C:\users\[username]\Appdata\Roaming\Cryptia). If the search fails, the
file will be created in the latter location.

Force predefined UDP ports

If you enable this option, Cryptia will occupy the specified range of UDP ports to prevent them from
being taken by other programs. In some cases, particularly when a restriction on UDP (apart from
DNS query) is enforced by the network administrator and you need to program an exception, or
when you have a symmetric router and want to forward ports, you can predefine UDP ports by
inseting following lines:

[serverConnections]
forceToPorts=true
firstPreprogrammedPort=41000
lastPreprogrammedPort=41010

Otherwise, this option will be disabled. Also, when this option is turned on, NAT settings will not
take any effect.

Connection timeout

The sener is set to terminate the connection with the account after 60 seconds of inactivity. To keep
the connection, a special packet named keepAlive is transferred by client. The default interval
between keepAlive packets is 45 seconds, but you can change the timing by altering the following

lines:

[senerConnections]
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keepAliveTimeout=45000

Symmetric encryption algorithms

Supported encryption algorithms may be listed (in the order of preference) under the [encryption]
section. For instance:

[encryption]
supportedVoiceCiphers=aes-256;camellia-256;cast-5;seed;des 3;bf;
supportedDataCiphers=aes-256;camellia-256;cast-5;seed,;

You may add any algorithm that openSSL library, which is supplied with Cryptia (or installed to your
0S), supports.

In case no algorithm is specified, aes-256, which is the default algorithm, is implied. If you don't
include aes-256 to the list, Cryptia client will be unable to establish a conversation with other users,
unless they alter their settings appropriately (by including compatible algorithms to their supported
encryption algorithm list).
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